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IIRed Flag" Rules
will Effect Culligan Dealers
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As many of us are aware, identity theft has become a very
serious problem in the modern world over the last few
years, and it can wreak havoc on an individual's financial

this definition

reported to have their identity stolen each year and in
response the Federal Trade Commission (FTC) launched

lawyers, accountants and other professionals,
telecommunications
companies. The definition

their Red Flag Rules program in 2007 to help control this
form of criminal activity. The Rules are intended to help
businesses detect fraud that may be occurring in their
establishments by looking for tell-tale signs of suspicious

businesses or organizations that regularly grant loans or
make credit decisions, including setting the terms.
Examples include finance companies, mortgage brokers,
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the latter category including Culligan dealers since we all
extend credit to customers to one extent or another.
Anyone who falls under the Red Flag Rules will be
required to develop a written set of internal procedures
for identifying identity theft by looking for the Red Flags
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provide goods or services first, and allow customers to
pay later. Examples of groups that may fall within

profile, costing substantial time, money, and extreme
effort to rectify. Almost NINt MILLION Americans are

activities and taking action to stop or prevent it.
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Under the Rule, the definition of "creditor" is broad,
and includes businesses or organizations that regularly

The law applies to financial

institutions

and "creditors",

that GOuld signify suspicious activity. The Red Flag Rules
were originally slated to go into effect in November 2008,
but their implementation
has been rolled back a number
of times to the current deadline of December 31st, 2010 .

and automobile

are utilities, health care providers,
and
also covers

dealers or retailers that offer financing

or collect or process credit applications for third party
lenders. Culligan dealers often gather information for
extending credit, either internally or for others, and thus
we are likely subject to the rules.
Once you determine you are a considered a creditor
under the FTCdefinition there is one other step to assess
if your company needs to develop a written plan ...
determine if you have one or more "covered accounts".
The Rule defines that term as either: 1) consumer
accounts designed to permit multiple payments or
transactions, or 2) any other account that presents a
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reasonably foreseeable risk from identity theft. If you have
covered accounts (and really ALL Culligan dealers do), you
must develop and implement a written program to detect
and respond to the red flags of identity theft - taking into
consideration the nature of your business and the risks you
face - and update your program periodically. In the unlikely
event you don't have any covered accounts, you don't need
a written program, but you still need to conduct periodic
risk assessments to determine if you've acquired any
covered accounts through changes to your business.
Even if our dealerships didn't fall under the Red Flag
Rules, it still makes sense to evaluate them and look for
vulnerabilities in record-keeping and business information
inflow and storage processes that could expose sensitive
information to the wrong set of eyes. In the course of
business we all collect sensitive information about customers,
such as their Social Security, credit card numbers, and other
pertinent identifying information to assure they are who
they purport to be and have good credit scores. Sometimes
we even collect bank account drafting information. All of
this information, if not kept under lock and key (physical
and/or virtual) could fall into the wrong hands either
through exposure to our own employees, others visiting the
facility, or even an outright theft of part or all of our
customer database either physically via a tape backup for
instance, or via data copying.
One potential vulnerability in a dealership that might
be overlooked is an unsecured wireless network that the
business might have set up in the last few years. Unless you
have a good, strong, well-protected, and not-commonlyknown or thought-of password for network accessyou
might be exposing your sensitive business information to
potentially ANYONE who has a laptop and is in the
neighborhood, even someone cyber-stalking from your
parking lot.
It makes sense for dealers to make an assessment of all
the information they are collecting from customers and to
diagram how it is transferred back to the dealership. Who
sees it, how it is stored in the interim, and could it easily be
copied? Does sensitive information end up in unlocked file
cabinets where anyone with a little curiosity could copy it
down for later use? Does it reside on computer screens that
any employee can access?Is the customer database digitally
secured on the hard drive ...or could it be easily copied in a
few minutes by some less-than-honorable employee or
contract worker on your premises. Are your backups REALLY
secure? ..as they usually contain ALL of your sensitive
business information. Compromised data could pose a
threat not just to the customers' identity information, but
to your company as well since sensitive account information
in the wrong hands could mean big trouble for you in
going head to head with a local competitor for instance.
The computer age has brought us great efficiencies and the
ability to mine our data for useful information in
nanoseconds ...but it also leaves us vulnerable to security
breaches that could devastate us and our businesses.
The FTC'sfinal Red Flag rules require each business that
holds any consumer account, or other account for which
there is a reasonably foreseeable risk of identity theft, to
~velop
and implement an Identity Theft Prevention
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CHRIS RUDE

American Business Systems

Most Accounts Receivable computer

programs

that Culligan dealers are using allow easy
access to sensitive customer data - perhaps
too easy. Chris Rude of American Business
Systems in Chicago has been working for
some time to certify their Dealership
Management

System (OMS) Software to meet

the stringent

requirements

of the Payment

Card Industry Data Security Standard (PCIDSS)as well as the Payment Application

Data

Security Standard (PA-DSS). He says that
credit card security is a very hot topic these
days. According to Rude, "If you store
customer credit card information

on your

computer systems, you should make sure that
you are protecting

that information

manner that is compliant
Security Standard."

in a

with the PCI Data

Merchant Services

providers are now required to make sure that
the software that you use to process credit
cards is PA-DSScompliant
computer

infrastructure

and that the
in your dealership is

PCI-DSScompliant.
To see if your software
PA-DSScompliant,

has been certified

as

check out the "List of

Validated Payment Applications"

on the PCI

Security Standards website: https:/lwww.
pcisecuritystandards.org/security_standards/
vpa/.
As this article goes to print, American
Business Systems' Dealership Management
System software
DSScompliant.
submitted

has been assessed to be PAThe paperwork

has been

to the PC! Security Standards

Council and as soon as the assessment works
its way through

the PC! Council bureaucracy,

the Dealership Management

System will

appear on the above-mentioned

website.

Here are some steps that you should take to
help ensure that your infrastructure

is PCI

compliant:
• Require user names and passwords when
logging on to any computer.

"I know that

some people feel that login names and
password are just a big pain," says Rude.

Program (Program) for combating identity theft in
connection with new and existing accounts. The Program
must include reasonable policies and procedures for
detecting, preventing, and mitigating identity theft and
enable a financial institution or creditor to:
1. Identify relevant patterns, practices, and specific forms of
activity that are "red flags" signaling possible identity
theft and incorporate those red flags into the Program;
2. Detect red flags that have been incorporated into the
Program;
3. Respond appropriately to any red flags that are detected
to prevent and mitigate identity theft; and
4. Ensure the Program is updated periodically to reflect
changes in risks from identity theft.

"But without

wants to sneak a peek."
• Make sure that every employee has his or
her own unique user name and password.
It is not uncommon for dealers to set up a
generic "sales" user name and password for
all of the salesmen, or a similar "service"
user name and password for all the service
technicians. While this may be a convenient
method to manage system access
(particularly

Though individuals cannot easily file charges against a
company for ID theft violations, they can report them to the
FTCvia their "submit a complaint" channels. If the FTCfinds
a company in violation of its Red Flag Rules it can potentially
fine the violator up to $3,500 per instance ...so it is reasonable
and prudent to evaluate your business and take appropriate
actions. Even WITHOUT the threat of FTCfines it makes
sense for Culligan dealers to take extra steps to analyze and
secure sensitive data to protect customers and hard-earned
busi ness reputations.
For more information go to the FTCwebsite on the
subject at http://www.ftc.gov/redflagsrule
where you can
find an informative video introduction to the subject and a
set of FAQs as well.

login names and passwords,

your system is wide open to anybody who

if there is high turn-over

your dealership),

in

it is not a very secure

method. And how many times has the
"new employee"

(let'S call her Martha) had

to log in as Bob (the "old employee")
because nobody knows how to set up a
new user and password on the computer?
By keeping user names and passwords upto-date, you not only enhance the security
in your office, you also make new
employees feel like "part of the team."
• Use "strong"

passwords. A PCI compliant

password is at least 7 characters long, and
includes both letters and numbers. In
addition, the security policy on your
network should require that the password
be changed every 90 days.
• Restrict accessto customer credit card
information.

Does everyone in your

dealership need accessto customer credit
card information?

Chances are, the answer

is "No." Take the time to determine who in
your office should handle credit card
information.

Adjust your office procedures

accordingly to ensure that people who do
not need to handle credit card information
are not inadvertently

doing jobs that

require card access. Be sure to dispose of
any non-secured credit card information
(i.e. printed reports, photo-copies,
an appropriate

etc.) in

manner such as shredding.

This is by no means an exhaustive list of
steps to take. But it is a great place to start.
For more information

on PCI compliance,

check out the PCI Security Council website:
https://www.pcisecuritystandards.org/index.
shtml.
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